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[SlowMist Hacked Statisticall:

Total 2024 hack event(s) 223 ;

The total amount of money lost by blockchain hackers is about $ 1,433,749,533‘00 5
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(https://hacked.slowmist.io/)

MESEE, Ethereum k&S, & 4 {2FE k., HRZ Arbitrum, 4 7246 H3E T, HE N Blast,
£ 7000 HETT, k4, BSC ZEEH RS, 3L 57 4, %Y 3212 FER,

2024 ¥ FRERTZEENHTARREK

400 4 400

 SHEE (')
mm BX(EAET)

350 4
300
250 4
200 4
150 4
100 4

-I i .I II
6 as [

k]
Arbitrum Base Blast BSC ETH Optimism Polygon Solana zkSync Hit

(2024 L3 ERESREEH D ARIK)

=




BEFEIEME, M%E Solana £ 2024 FRFIEE, HAS EMNZTLEHHBARIEL . Hlins5 A 16
B, &F Solana MR T E3N2F pump.fun E:BNBE KT, HEEFHFNE 8000 FEFTHE~ME
HLZ2% = Slerf, Stacc. Saga HF#HFAHE UL, pump.fun XR, REERNEMMAIMARLEL
TR PDUEER IR T IR FAXER, BBt SEiE T NS, £ H bonding curve & 498
4500 BETRAMES, RELN 190 FERZINEM. 5 A 19 B, #4%FHF The Rollup 7§,
pump.fun B #E @STACCoverflow ERBHEEHGES I TRFEH MY, MEHER, HEXAH
8 Jarett Reginald Dunn,

The Rollup & @therollupco - May 19
#” We found that @STACCoverflow real identity was discovered in a
screenshot from @bitfloorsghost after posted on May 16th, 2024,

His name is Jarett Reginald Dunn.

bitfloorsghost
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KR LEFH 37.29%,
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HREXHTELHRLEEHMATK 524 123% 5k, Hh DMM Bitcoin EHFAIET 3.0512%
7T, ZEHhE 2024 LEFREARRANLLER. 58 31 B, BANEHRTX 5 DMM
Bitcoin &7r, HE A @ H#Y 4502.9 BTC #IEXRH, ERMELY 482 {ZB T (3.0512%5T) W
Bk, BASRTH—2RKRKTERB(MFRSE)M DMM Bitcoin RIEBREE RS, BERE
RUEKXFRRIREMEFEEITH, DMM Bitcoin R BT 1TE % 550 Z BT (L 3.54 2%
T, ATRERAFN. B AMESENLETET 6 A 14 BEREMN, BXFHREHEEEH
MEREMERES, 8T, DMM Bitcoin REEHMMAETEMB R TRERER LHELE
+, 282022 £ 12 BUERRAM— XK, FEN, HLAIBAGREIREEXNMZERTXSH
ZEwHEH, B) 2014 F£# Mt.Gox E4F1 2018 4R Coincheck B4, B EFMH BN 4512
SE5TN 5.34 {23 5T, 1R DMM Bitcoin N B M ER A B ARE = KILEEH,
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MEZEEZHFRXE, SORAEHRS, X504 MEKN1.04{ZEx. ERABBRSBHELE
B4, K50 ¥, 2024 ¥ FRKRE KM PlayDapp B4, MZ2HFAME.2A 108, £F
LUAHER TS PlayDapp RN FHAMBER KT, WHEREERNEET 212K PLAK
(MM {E 3650 HETT) . EHRERTA, PlayDapp BEE LR HRAKEE KEHER, BRIAKE
WEREFRM 100 HETAERE, RHKXM;2 A 12BREXHET 15921 PLA K (
2539 {Z%5m), FFRESTHRIN ST ELHNNTFZFA,
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2024 % 5 A 3 B, 1 Web3 REIWFEA Scam Sniffer BIEN, — & XA~ HEE (B ) @
THEEES S KE, HEE 1155 8 WBTC, H{ELY 7000 FETT, XMZEELL 700 5



ExAA it EERREFZNE, M 7000 FETHEFTRFIF AN ETRERMHED, HE
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EHER, Y, WEEBHERN, LIXEEAZRT SI M ETHAZES, HFULZEEZET
Telegram B, AWK GHE [ R L£EIAE,

0x1E227079.. 26F538FD5 our Nrapped BTC: WBT..| ©711 55 MWBTEETH

3 hrs ago

N Ox1E227979...a6F 538FDS OETH
LSttt SRAPEEHEIER
5 ) A E

Btk o.05ETH

HREESHERGFEIELRERK—ENE, EREBHMMEABMEEE R, — &K,
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F. 58, AMARMBRZEEMRRET M EaETNWEEY REF (EXRSZXEHFEEKR
ER), ERILIZGEAF 5 RS E#IFTE cookies, BB AFHRE—LHEZIMNMINKME
["E. BT Google EZTRTZEEY R, HMNREETREERPWAEHFEHITHE. £
YRR, BNRIZY BREFHER T —LARMEERD, Wit H cookies HAZXET
NEBIRS#R, XMSHRTEZIASNE, FEFER E—EXZNGERITNRRE, £H
P8I E™,



@ @ DevTools - ch tension:|fhnk hclhfb/_generated_background_page.html
ﬁ Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder Performance insights J
®@ T Q Preserve log Disable cache Nothrotting * 53 T &
Invert Hide data URLs [} Hide extension URLs ANl  FetchyXHR Doc CSS JS Font Img Media Manifest WS Wasm Other Blocked response cookies ]
O 3rd-party requests
1000 ms 2000 ms 3000 ms 4000 ms 5000 ms 8000 ms 7000 ms 8000 ms 9000 ms 10000 ms
Name X Headers Payload Preview Response Initiator  Timing
index.php vForm Data view parsed
dex.ph
SLTERLE ————-WebKitFormBoundaryAUOLH1bGSarsaUsS
0 index.ohp Content-Disposition: form-data; name="data”; filename="blob"
dex.ph
index.php Content-Type: application/json
D) index.php
index.php ", _— - " - - " ™ " (T '
[{"domain":".google.com” , "expirationDate” :1738218381.526747, "hostOnly lse,"httpOnly™: false, "name” :*_ga","path’
dex.ph
O index.php out”,“sameSite” :"unspecified”,“secure”:false, “session”: false, “storeld":"0", "value" :"GA1.2-5.1292461332. 170365838;
£ index.php

e.com”, "expirationDate” : 1730949388, 374267, "hostOnly" : true, "httpOnly® : true, "name” ;" _GRECAPTCHA","path":"/recaptchi

tion®, "secure" :true, "session": false, "store1s": 0", "va ue - (N

IYC_fTaT4ww" }, {"domain”:".google. com”, "expirationDate”: 1731207419, 472168, "hostOnly" : false, "httpOnly": true, "name":

v—

Chrome ¥ B (Chrome Extension) &7 Google Chrome & itBOiGE#E, T 12525 K28 a0ThREFH L
{ERAFPARRK, EA1—A&H HTML, CSS. JavaScript AR HthMRHARME, EESEBEEKRERER
B X manifest json, E=EIA, ARHA, RAFPRESFEH S, Chrome F BHMNAZEREN
Wipm, Blanr- &8 uBlock Origin, BBFAE R £ I & LastPass, £ 1T & Todoist, FEEHETL

B React Developer Tools & MZ#% M T E MetaMask &, AENMITENEFTRETESER,

Q, Search extensions and themes

£~ chrome web store

Discover Extensions Themes SlowMist

Lifestyle
Art & Design ) )
Entertainment | you mlght like
Games
Household

Just for Fun

News & Weather

Shopping

Sapling Grammar Checke...
44% (M7 O

Social Networking .
Improve your writing with a spell

Travel + grammar checker and writin...

Well-being

ST, Chrome ¥ BERIVIFENRERT S
BE. X
BER PR RS R

2FA authenticator

2FA Authenticator app
33% (43 O
Free 2FA Authenticator app,

Chrome extension alternative t...

HIR R 5

7 osmWwallet

Gateway to XRPL based payments
S

OsmWallet - Your XRP...
46% (32) ©

An XRP Ledger Wallet in your
Browser.

See more

)

Volume Master

Volume Master
4.8 % (36K) ©
Up to 600% volume boost

, ATRETA R A P B ERE, 10 cookies FITAUEIE
—BAAEFEAEEMN Chrome ¥V ERAEBAE, BEEV EAHADERMONEEZEHRIF
S FNEAE 100, BTS2 R R, BAEMEIER., EMANEATERN



B.IBENKERFE, BEDERURMERSEMNLEAX, ZIAFHIRIMIAEER. 10
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NFAMANAR, BRRREXRBAERRNT R RETRMANREURBBRENRZRE, L
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B RERMEEERENEN, REE2HERT AP AT LUREREK LD, B, #H
MBZIMRBESNEZERALTH, RISEXSZEAMNKSES, WMEERKFER. M
EEHAEFRBME AR THHTREMR EATLEIRREERMAFERREMA, AR
FEXNRHRT BAORXRMMNMARFIKS, REEAMINEREGRT R, BBAFIERKFR
2,

223 BEXRLER

EEADEFthENER IS —FAEHIAMEY, REERERAEREFHRREMERY
BFEEXHERRBAFTHENRE, — EAGRPMBEREBRIRE, MEEREBTHRT
EMHEETFED.

B0, FEWF LU FHRFIREF, NAEKCERT. AERRBANRHESEERNFEE, WA
FEE, FUEAP THATBEM TR RN IRE, AW, SN2 WREKERLERE—1T KD
B, fIA Whois BEEHERAER FESRAXITREMNEN DEHFEME, BRAZIE,
AR R ZE A P IEFHRFLEAEENIER,. — BEAFPTHTENEWHHE, ESTEA
PN LR X, RETEEE Wallet, Key Fx @AM LA REHEZIFEH MRS SR, X
FIREINE R TAI B8, — MR, ELREREEIITHIXH RIS 50 M, PCImRERME
DHHIXHERNY 500M, BERDXHEARMEN THRERERGENER, XERDIXREUE
A 100 ETHMBRIRBAILESF MADUEZERRAK.



garavel eth
@garavel_eth

Journalist @TheBlock__

Joined January 2020 - 24 Followers

Not followed by anyone you’re following

Hey, team!

I'm Garavel at @TheBlock _and we are keenly
interested in featuring you in our upcoming feature.

If your team is interested, I'd like to brief you guys
about this placement opportunity; this would include

publishing and deadlines alongside content details.

Let me know if that sounds
good. Looking forward to your response!

Jun 15,2024, 7:36 AM

RREERR ALRFRURRMAXERAS TERAMNMONEE8E, 108 LI Z
B, RABERBEXIMNUGEMEEQR S, LA/ TEEREARN T HZM0IIM' AR~ &" ™
LR ERtWZEREREF, — /MO TRIEBEARD, FEAFMEMER T4, KRDHEFTLL
HEFRMEE, SEAFNRASEBNABX G, £ZE SRS RSP REFNSFIK
SR, REFERET AR,
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Trojans
Apocalypse Cool

@joinapocalypse

We create the most unique project that will give players a new home. We live this
project #joinapocalypse

& Information Technology Company ®@ The Apocalypse
& linktr.ee/apocalypsemeta... Joined January 2014

78 Following  10.1K Followers

Not followed by anyone you’re following

PRtz 5%, FIABMESI Telegram ZBARDHFATEEM R E . S KB EZARIXIEIR APP, B
EENaNESE KD, BL%EFH_I‘FTE%EIKEEH&'ﬁrv&Fﬂ‘I*%E’Mx%o Bl EEEK
BEAMARLET R RS I R ERITRIKIEFN, REEEEFEBEERED, HEEWRER
”"AMJE_I:EI’]iﬂthEE&jJIAIﬁ%E’Jiﬂth SBRKINKLEML, EREAEHE, L5, HOR
DEFEESEZAFMRERAITH, URRAFWEBNALAER,
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OF N L 21:14 = @ 914G-

<« . victim victim R . . victim victim

last seen at 20:18
be1qf3uwexaz?79nxedwOwry89v9cjhOw2xyin

mqc3 S
On the lefe o s wie Telegram App q PM9:14

downloaded from the official website 1Fh7ajXabJBpZPZw8bjD3QUACUQ3pRtyIu
v PM 614

On the right is the malicious 3KF9nXowQ4asSGxRRzei TpDjMuwM2ZnypAN
Telegram App from phishing website PM9:14
v 0x7c988e182651e8700cd34fb3d17d317e74b

3 8f783 PM9:14
Two fake and real apps logged into the :

same victim's test account TNpEaQPoqWsoPchTqUUdrYquhVLoSVFh
PM 4
be1gf3uwexaz? 79nxedwOwry89y8cjh
w2xylnmqgc3

396YYxUB7xELyLB85g2BR cF [§ el
gwAG

Q‘ ‘JL‘ EJ Ra Ts Ya U? Ia O-;

396YYxUG7XELyL8592BR24nNV1us7J
gwAG

A SDFGHUJKL
OxF7f890Cc9735D0195594467d336
35cC6C332Ec

*+ ZXCVBNM
TBpgag2txb6sAasttCc8jn2vvX81gvgZ ~
Ug 7123 ':: @ English

EBARNDR T, MBI FMEERE, #—SHIERDHMES RNEBEEHEHEHE
éiﬂt()*‘*ﬂ@ﬁﬁﬁ‘]ﬂﬂﬂiﬁ R T RABRBERERTER, FREATEBREMAREZ LR
BF LENTUEERS. ATHEEERDXK FERIM—LEHNMHEER FINEAR



£EH RERERENMEANTERHRALERTRS, TETHRETHAMXH, BF
PRI RRT AR B FER, 8, X T RFMWE™, ZREREFRERITEET®E X2—H#
BEREMAX RN, EHRFOMEHRMNEBEENMEAZEELEN,

224 BEPBXHNE

RITHR LR REEFHHEEERIRE EEFUETEER. A, X—EMEHATRER
EXFAMIE, LMEROHESENNEATEAMNERLSS, XETESAESHEER
JavaScript X8, HEAHZPEN, ESTE LRI KR TTHE TIIT. Flan, & Discord A
P Re, BE JavaScript REBFAETE AP FTER Discord A 4T, & ER Discord Token, #N&
W HFHIRFUE A1 Discord Token LA LLE# B 3L EE W B A # Discord P HXNR, &
masE ERAPREMA, Bt JNRFISARRRBEHTF RN, FRETZ
Discord =4 #4, Discord BT £ R R A E IR, {EBEHEAMEESET XN RE, SEBAFM
Token MM AER MR EENEREHMIME, TBR—H KK,
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Attacker - Server I general

. Upgrade your server with Boosts
x

general

1

u Download the Discord App

General

[-.]
Get-Token-Bot BOT Today
tokens:
ODKONTE3M
1eSjIrX%ol

UserName: The Victim#7559
uid: 89451

RTC Connecting By Mail: @slowmist.io

General / Attacker - Server Phone: null

B Video B3 Screen

QA Attacker 2PN -




L—NERBHRG, 2EEREFIMELRFE Friendtech AF, BEBE R AAMBERKIZE,
FEHBLAELANYL, EEURGNHEMZEE (—1KOL), FERBERERAMAET
— T EAEEEEFRNNANT, LHESEN, BEFEHE SEERT Verify, XNMITZR
HI4EIR, BMEESISZEET Google Chrome BIF Verify S EMIPE, ILSZEEITH
Friendtech EEREZHE, REXMEE, TELRHERZEERATEHRILIE, R4,
ZEE M Friendtech 1k RIXRBEHE, HIHRKLY 142 ETH,

Link your account

Enter your password to verify this action.

}_mm password

REEARSRILNAFTES, FIREMNUWEY, BINEFRIAREEINT —1FE, #FiL
AR RIZFARITIMEDRERIZE, ZTERRE 72 /MIRFERERMLNT A, BT EREFRE
FERE. ASAENNMYT, REEZRRE, FRAZSHER. REESHE, RERER
IRREMTE ME=1T+ A, XEERARYDEAHEERSE, KEFIEFRKENL. ZF
AERE B CHRIFWEILEIAFEEF KRR T HA, FAFE 6 /TR K AT IR F 5 A L Rk
BERFES MistTrack #1770, FHERELAERREXFEEFE THRERE, KERNT -1
B cHFRAERENLLE—ERAREAGR. RERESMUELT, NETRR
HERSITEBEERERAMEMBE N ATHASE, BHNENMRT RS, 1R, #FEEF
RERELZEENEL ENAF, XERETRE Web LARZSMT BREERFERIFANR



&, BRETREMIEMEER, AP FHMEANTHR—Z, MREIBEFRINEEMRD
HMATRE R BEM, IREAN —UREFFER,

225 X2 BANE

LHARREREMERR, SLNE'BNERNBEBAFRTRENETERHFR, /ITE
ENAMRERNZLNEAXPRELHN=H:

Approve ZfF7E T ERC-20 K Mfr AR ELRNA X, eRNE=A (NE4 mé’\J)EﬁFﬁﬁﬁ
FHRUTRER-—EHENRT. AFFEMENENETREIEN—TEHRENRT, 1LF, T

BER AR E A transferFrom WEEERB X LR T, MEAFTERNEESHRN, XL
FENHATATRSMILZIER, BFIENE XEFREMUPELUIEE Approve HIRUR

m Logs (1) Comments More v

® Transaction Hash 0x018479875137e5eafcc183c5574¢f9197ee14¢7921b5f6796b385bb15e8bf96d
@® Status © Success

® Block 12497307 22528335 Block Confirmations

® Timestamp © 788 days 19 hrs ago (Nov-09-2021 08:13:28 AM +UTC)

4 Transaction Action: Approved & BSC-USD For Trade On [3) 0x388028...a6f8fA24 I

Check in & Token Approvals

@® From: 0x8CCbb13B1Dfc4267851A4fEASbd21189AfDAfAeE

®@To 0x55d398326f99059fF775485246999027B3197955 (BUSD-T Stablecoin) o
® Value 0 BNB ($0.00)

® Transaction Fee 0.00022197 BNB  $0.07

® Gas Price 5 Gwei (0.000000005 BNB)

@ BNB Price: $635.14 / BNB

@ Gas Limit & Usage by Txn 66,591 44,394 (66.67%)

@ Other Attributes Nonce: 251 Position In Block: 132

@ Input Data Function: approve(address spender, uint256 amount)

MethodID: ©x0895ea7b3

[e]: 3880285800a89ab3c4338bf455acda3da6f8fa24
[1]:  FEFFEEFFFEFFFEFFFEFFFrerfrerfrerrfrirfferfftrrfrfrfferfffrffreef

View Input As v & Decode Input Data W Advanced Filter

More Details — Click to show less



Permit 22 F ERC-20 FR I AR BENAR, BIHEREARRNE=ZAERNKT, MIEE

HEREREEYN. MK APATUREER I At AL B O/ Token, REFLIFI AKX

MAERFITRE, Fm, AT BT - AN, FEFRRDFIRAE RN Permit, MR
SR EIAFHES,

V [2) Fake_Phishing188615.cebc2af4( )
StorageContract.STATICCALL( )
StorageContract.owners( @ ) => ( 0x0000db5c8B030ae20308ac975898E09741e70000 )
StorageContract.STATICCALL( )
0x4618172f0b14f038a799cbe3349216bc4c183f9f.60806040( )
V¥ [2) 0x4618172f0b14f038a799cbe3349216bc4c183f9f. caa5¢c23f( )
v @) InitializableImmutableAdminUpgradeabilityProxy.d5@5accf( )

V4 AToken.permit( owner=0x73d7292471B30573e0ADb@3bceBCEB812eE5B5CC, spender=0x46F8172F0B14f038a799cbe3349216Bc4c183F9F,
value=115792089237316195423570985008687907853269984665640564039457584007913129639935,
deadline=115792089237316195423570985008687907853269984665640564039457584007913129639935, v=27,
r=EA791EF5EQAFB073079C5CC16F8AC8944F51BCE59A89A91DC1FI3EFBDDEBBCF8, s=6AD451D5A280DB2776236A2F8BE7C7336C9C19FF4371127B1CE1DB251CC662F0 )

Null: 0x000...001.abfefded( )
v 'W/ InitializableImmutableAdminUpgradeabilityProxy.23b872dd( )

[ AToken.transferFrom( sender=0x73d7292471B30573e@ADb@3bceBCEB812eE5SB5CC, recipient=0xed1b3b062514171f358641952A865DF9CEE7fF3a, amount=1989¢
) => ( True )

Permit2 F3E ERC-20 ISR AL, TR M Uniswap A T B @RI e A9 — i, 1L IhAE
ik Uniswap WA FEFERASEFRFERF—R Gas BH. A, FEFENE, NMERGSEH
& Uniswap, 3 BARARIEAERT TREE, o RAIgESKA Permit2 98K EHH B 17,

Address  Uniswap Protocol: Permit2 @ v
106

Permit (index_topic_1 address owner, index_topic_2 address token, index_topic_3 address spender, uint16@ amount,
Name uint48 expiration, uint48 nonce) View Source

Topics 0 0xc6a377bfc4ebl20024a8ac08eef205be16b817020812c73223e81d1bdb9708ec

1: owner Dec v = 0x4d(C2D35d5Cf020C5d2756c93a712b29E058Dd527

2: token Dec v 0x1258D60B224c0C5cD888D37bbF31aa5FCFb7e870
3: spender Dec v OxeF5ad2Ff7f409C4a181aa6DC813A7519D439DbFe
Data amount : 1461501637330902918203684832716283019655932542975 Dec Hex

expiration : 281474976710655

nonce: @

Permit ¥1 Permit2 E B4 ZL2 A, SEHERAMU TEX Gas, HEHEHKA it SR HIBN
FaERME, Aitt, SAHXAMEBNRTREANEENEaSItDEE,



EFLLNBRENTEEMERE, HRMNBVAPSULNEATREREZS, HRE—XRZ4
IBEMRESE, AN, EEHRES S&athi ISR, &8t {# A Revoke.cash,
ScamSniffer EFLEEF R A AR EENFRNEUE, BEREHL,

=, REERSE

3.1 RABREEEDS

/TR E R BNE R AR SRR (AML) EEENSHERER,

3.1.1 EAR
2024 & E ¥ EREKRMAR I 163 M X FRATLOFIR, HhHEHR 121 REHR
42 2,

PEZAMNEN

China Judgements Online
AER g RERM  TBRME  BERME WGRH Rt RIRREEXS

f=Et e BMINFRE. R, B HFA AU ?
B *@F B=rors RAMERIE WA
MIBES) T x| WA 202

HHRE] 163 FXH

B RAHML  WARFL Bt @ LR
BIA(18)

ek A(18) —

)

‘ S RS A1 R A

FHLASENTPRARER  (2024) #OTREL1474%5  2024-06-07

#H
ABEN R, RS AU SRR AT TR R SRR AR PRI R0 ST b R, SRR R R )

AT ZARMETI S . R LRRIRL A A B — I FIAE: S5 S Bsk R] S SARZ AAE E RR

Dl D FR

M BHCS M. PRI AR TR R R g e s

312 HEEE

FE ENEHEMABMRUFTNEERE, HEELDAFAEMNBERDAXNENMTILEFREZ
I, 2024 EFBEL AT HEURT 2 EEMNAIHE,



2 A 88, EEBMURILEMR=ZNRHIRS (OTC) IRIM™EREFIEMLEEZURFAXE
Wo ELINIRIEIERWS, AARMRSZN XGRS, TREEILTREKE (BEBIER
W) &2 LMt RS ML ARG E BB X PRIE XL,

3A12H, FZAEZMEEREHEBEMHARMEATHEELE, B 2022 FF MR H,
DESERNEZERERIREFRARET, KERKALURIEFSEHRITEN,

AR50, FELSESETEREFARBRER. £EEE (FE) . FXERRITEURSN
BETF~mERTERILLESFREN E#E,

4R 30H, 6 XFEBEHRRITHERAETIARK ETF EXEFTEXZEMM LT, FFRXSZ, K
NIMEHEE LRI ETF,

3.1.3 Fr Nk

1A 18 B, HiMmEELERLXE ART, HIMFEEFIREETS SEMHEFRREITH (collective
investment schemes, &#5 CIS) Z(E& R ESYEE, ME ETF, 1AM BE~RE 2
B, BRI, LEmAMEMHKBIART (NELT ) OPT) FETFHE CISHAKE,

4R 28, IMEEMEER MAS) NZMRSFER (PSAch REMBILERTTEL, ¥ XT
MAS ¥ BEHIX FARSSERE, FNBFXAFRT OPT) RFRUEEEMN T AR RFNEMBE EE
RHIERAETTABHE T DPT ML EIRS . DPT ZE LRk ZRMERE, UREBEELC
MRS HAEL; P MAS AN DPT IRSFIRMAEENS Riktk. REMA. AFRPNEH
REMHEXMER; FRETEZ Y, EREXKRGENENBERRE MAS BIRFRZIFATHE,

314 xEKRE

e SEC
1. SEC iF TradeStation Crypto, Inc. Z&: i1 F# ZF B 5K I & = Z B [ TradeStation Crypto, Inc. E&
REEMEMBEL R RITANHEE, & SEC B, AR TEXERREFARERMNE F™
LIRS R ERFI R, TradeStation RIE X+ 150 A ETAITI R AR RIXLEIEIE, AU T SEC KE
MEE DI~ RE K-



2. SEC 1 Sewell & Rockwell Capital Management LLC 2 : Brian Sewell K £ 42 5] Rockwell
Capital Management FhET XY Sewell £ NN X 5 1RTE K E Lh4F M E B F A M EREIE A BN
fiZ, ZERIETTRIGE 15 BFEMKT 120 5%E T, ARIT SEC FHRFHERERZIHIERIZEITRI
REME N,

3. SEC iF Lee & A ZE : Xue Lee (X 4 Sam Lee) 1 Brenda Chunga (X 4 Bitcoin Beautee) A& 50
BRFEREKWE HyperFund T2 EEE, ZIMBAMERBRREMBEEETEL 177 2Fx. UE
ME T SEC HTHF AR ABEE . KELVISEEREHR M XK MEE FRERVEIT NIITEI,

4 RIS ETF:2024 5 1 A 10 B, SEC#UET LMK LELBEMRERR 57~ M (ETP) BRE
M LERIRS, AT —UGERRERIMAT T ZATMAHEITH. £FE Gary Gensler 521, b Ailt
HERRTFLAFT ETP, BREMNREUESHERKE HFEVHLERIFNZEERZM LR S,
SEC AT AR R ERIIRA, FHEVEEENIFE R Gensler X Eb 4% M A% AL 14 F0 X B 14
REZE BUIERERFEER,

e OFAC

1. 35 [E W BR ER I & ok 8% | B RO B HT SRR : 2024 &£ 3 A 25 B, EEWKRESN BRI (
OFAC)HIE T 13 REMAM 2 21N, REZMATEH S dhd & #UE 7 RS R E M B
EHEEFR, EPSERE TR ZAHRIENEZEGISSE, IERAZEEESRA (G E-RHBR
BITEASHFHETARELYN, AXNNEREETHINERZNREP X IFHT HERMEMIREN
NE, BFIENZ EFEMNERTE2A T 0 B-Crypto, Masterchain #1 Laitkhaus &, R
FZHERMAMIRERZEAMBEIE N, FEGHAYUMEREAEEZENU >, FEIEXE S
MNRTRS, o, BEETHESTUE MM ESRBNMBAIEZINE, X—TaHEEE
HilH Z 57 FI A2 R AT ALHIFD R U3 7= S et R B A R BN EEIE R

2. EEHIFHEZ T LockBit SR ERF X B :2024 F 2 A 20 B, EEXMEF # LockBit #h3%&
BUKREAMXERARITT IR FH2TAFA OFAC HFEFAIEEE R (SDN) & &, XBAY
B $E lvan Gennadievich Kondratiev, it 21518 FH 5 28 F ke Mihit X B, LKk Artur
Ravilevich Sungatov, fthth5 £ 4~ 6B Flp - thik F145F Fﬁiﬂiﬂ:iﬁ*o X LE = 0 BLX  £4% Bk
RPFIHAT 5 258 =/ F B 48 X BRI BGE A M R ERAO R 7 15 2 8%



3. EEHIFHMEILFHLAONTSSEFME:2024FE5 8 28 H, EEFEFH T —1T5911S5EF
MEER XHIMEFILFEMLE, FEF D AREZARIANE R~ EHLHFBIEEER (SDN) £ £,
FEANYAEANZTENERR, tNHBFE S HFHDMU, FEHME. REMTPEH S
#h A X Bk, Lily Suites Company Limited. Spicy Code Company Limited #1 Tulip Biz Pattaya
Group Company Limited HF3RAth # 51N, XLEITHEITEMBILFEMRITHIRENEZEH

H—&a,

315 BN E

o RER
2024 4 A 24 B, MBI TR HRRMBHE X BBMIAE, TEHE: 2FQ
RALGASEREFHZERANBFIEER  RETENIEZAFRHN 10,000 ERTT; M 2029
FRIMEXNEMIAMBRERHRRAAPE, EEZRBIRIL—DHFHNME — RIEEB(
AMLA), MR ESREIEFHHEREH, ILEEEERSEAE, B ERIFHRNANA,
FNEMRHREETRULEE.

3.1.6 AARHEX

e TEH
20245 6 A 27 B, tEEWSEI T —TUER, NMERF=LHESEUE, RETHMER
SIREBFER S E S FMNEE, RATHTERAR (SPK) HATXLREBMIERMEE, BK
HFEEHERE, PTENLTSENBASUERARREHLRS 22 FHEE, & BLIETE
B, 2 FEMHFRE, FEFRZNLLIERK, SRITEXMEILIREGRITEENEER
(BDDK) Raftt

RE BFMBEETASHERYE BEBEANT - TE22EHBE. HRERP URRER
EZTREMERTIL, MEMERTHZNTHAR BEMBEEELEMERSEXNTREXHE
BT GHEREEER,



32 REFHRITE

3.2.1 BEFREHIE

Tether:2024 L34, % 374 4 ETH #hb X 4%, XLEHhit A USDT-ERC20 BFEHIRLE, &~
Gk

Circle:2024 £ 4, #4528 4 ETH it #4891, XLteshtit F A9 USDC-ERC20 BE WAL, A7)
%%,

18T InMist Lab BEMERSEMBH R NXEFT, 2024 L+ 4 SlowMist thEIE . SEKE
BRAFHBREBEHEFEREY 2439 BHETT,

3.2.2 REFEEIE

2024 E¥ 5 ERREEMEESHEH O KEREAEESHBHEE 102, EX 16 2B HH,
BAE BTN 1.132%E57T, ik 90864 AETHIRE, HHBIE AL 87.3%,

3.3 BREAKER RIS

3.3.1 Lazarus Group

2024 %, RRAMBEMTEEEALD Lazarus Group hEMBH MAAXR AR TP EEEH
B, IRIEZRFSITEIE, Lazarus Group XX E S R EFRAME K TIREERSE Tornado Cash fa
ARE

o EEFX
Lazarus Group § KER £ A Tornado Cash UERZHEE KR, RAERAZERES KK —
THRBME, TERZMNEF—FAENFEATRA, XFHAZEELBTC AEHR BRI BTICH
EXMRMEN, FEEERERS

1. #£ Tornado Cash #1% B & BE B EMFA Tornado Cash, E5HMAFPMHALES, LIV
RELFHERILEEER,


https://dune.com/phabc/usdt---banned-addresses
https://dune.com/phabc/usdc-banned-addresses

2. @3 Thorchain ¥ FHEES MRS X BIFEE RN Thorchain, BEMUKIE RN
B, BmnT —RBEE,

3. SRR B ML BIRFAMLEEME S BRI FEMML, FRZMLEMESR, FIHRTEE.

4. PEHEE| TRON: RAE AL WIESET TRON 8, FIAREMLEEFERH —SEER

H

]

5.5 %% (070) &, ATMASBIZNRZH—LFE ELRES FREBREFTRS KR
NEFHMEEMMNBERT, FERERD KYC RE

Deposit to Deposit to Sent to
Tornado Cash Thorchain ( Allbridge O O O
22— O0—p4 — O — 55

Lazarus Swap for BTC Bridge to OTC Markets
Tron Network

o HMEERFE
ME7EF MBI AT A B, Lazarus Group A T K & ML EE AR, 8 RNEEFES
REZREGKBMAASHRRERAR, SEEEMEP RS, EHRMNOBEEMNE M
52, Lazarus Group FFiaFI A tBTC MU BREEBEILUA, XthE KR ENAFSEIEERF
EBEEIRZHRTERHEK.

3.3.2 Drainers

Drainer &5 (Drain-as-a-Service), iR T EMEMRE AIMXNEAKREMNZEERDTH
ZEIN $ T M JE KRR, IXLEARSS, #5140 Pink Drainer # Inferno Drainer, 12t £ EAIMEHN &
TEAHRMEFHEE MEEREPHEIRD . REELANFIARS TREHR T WSS B ARA S
EEAMXA, BHMRS TR, ENEE XL E IR,



ERHHECRA 2 Drainer REZEEN—FAEZZRENEKIZR, 8F, MUBEEEES
FRRIF Aot B/NIEEFAR S Drainer RS, MEBXE TN B EVERE AL,

® ERC-20 Tokens Transferred: @@ All Transfers | Net Transfers

» From For 2,192,033,234.128660475118529184 ($

» From For 8,768,132,936.514641900474116738 ($109.97) €

1. Pink Drainer: Pink Drainer fE &8 B3&HY 21,000 22 EEHBN 8,500 AExim, RIEEMEEH
g, ZIRFESRHIESHRFFER, LERZIEEIELEASNRATHES, Pink
Drainer EMERMHEBIR, FREZTLHEEFMEER, LUHEH—SFH,

2]

Pink Private Announcements
copy W
We have reached our goal and now, according to plan, it's time to for us to retire.

After this message's publication, we will begin winding down all of our infrastructure. All
stored information will be wiped and securely destroyed.

We are truly happy to have supported all of you for over a year without any scams,
backdooring, or major incidents. This entire thing grew so much larger than we could have
even imagined it would have when we had started. We apologize for the lack of prior notice
about our departure, but I think most of you will understand.

Beware of impersonators; we are not planning on returning in the future. If any message
claiming to be from us is not signed by one of our wallets (@x636/0x9fa), it is not from us.

It is very likely that our retirement will have no major impact on the scene, people will
move on to other drainers just as quickly as they moved to us.

If you have enough money right now to financially support yourself, we advise you hold onto
it and take a step back from the grind and enjoy what this world has to offer. Life is too
short to get caught in the perpetual cycle of needlessly spending, going broke, and trying to
make it back.

We thank every single one of you for the trust, dedication, and respect you have shown to us
and our service, especially those of you who were here from the very beginning.

Goodbye. Y@

2. Inferno Drainer: Inferno Drainer EEILEERIEWN TEY 2 ZETMEF, HZEAKXS Pink
Drainer JEE 1L, 328, 7 Pink Drainer E#fiRH g, Inferno Drainer EMFE#FH L ATE,



Back in business.

Inferno drainer is opening 1its doors
to the public, once again.

After over 6 months of operating
privately, making drainer and team
way much better, we have decided it
was time for inferno to come back,
better than ever with new staff, new
ways to work, new support and new
features.

During that period, over $125
million has been drained by our
customers bringing the total to well
over $250 million. Here's a quick
sum-up of the features that make us
better than any other competitor:

3. Diablo Drainer: 88X K% %4 Drainer ¥;EF EVM &%, {BEETF TON 88958 1T, BAIZEER
Diablo Drainer X TON M 4% A PRI A T8N, X AR S @ E F AR UMM EN & KIRNEE
BAXRZFEEMZEE, ENEEEMTIRIEE Telegram EMEZHBEET &,



@ Diablo Drainer | TON

Address UQDdtgfc...9DIOPXIR

Balance 1,803.2 TON

Tokens & 239,529.18 NOT @9 &

Collectibles L] ﬂal 82 8REs

Contract type  wallet_v4r2

History Transactions Tokens 202 Collectibles

B Date Initiator

1 Sent TON -1,328.74 TON
b

11223559

Shame, other shitty ton drainers are scamming for measly
20,000%. Diablo makes more than this in a day. Don't use
random ton drainers, use Diablo.

4. TON ARG R KN EED

ﬁ Cos(F) B
nf

TON &SHHNETFEE T, Telegram &I TEHHIVER, FSHEHEE

(T bot FER,) BHERBHAINEE, SRESRATRILENERR
TON $8EMNEXET (8% NFT, £5189%0 Anonymous Telegram
Numbers, ELUFHS, TS ABTEIE Telegram S, XM#HEIE, B
REXTRAT Telegram WSAIBEHRIR Y, BRAFFAPHRE T HZED, B Two-
Step Verification) ,

HasRELRKRNR, FTEEE.

1E 40 SlowMist BI85 A Cos BMIHE XTI, TON £ R AR MM ENEFHEZIBN, Telegram
MEFMEERTMEBEFEIANEEENXRL e EaIERHYEA. ETREFFHAXNE
AP TON &aR™, BEFIEMNE, KUTFFHNNSBIEEMESR Telegram BB EZK N A



Telegram MK P BIGRIT AL, AT, HRBZHXESBENEZNE, NREHER, XESHEE
SEHE XM Telegram P E 5k, B2 FHRLEEZEEARSRIULM AP £,

XL Drainer REXZHARRE, SESAEBEETEMNBELTRH, MERLEMNEMNZELHE
MZEERBEGIEE, EEFHHH Drainer REFETRI, MEHARLARBFES, BEFITH
HMNEZHNEER, FFARERER S ITHXE S RREHM I FMAERE, RBREHEERESE
_L%zio

34T E

3.4.1 Tornado Cash

Total ETH deposited TornadoCash Totals - First Half of 2024 Total USD deposited TornadoCash Totals - First Half of 2024
=263,881 $858,887,512
Total ETH deposited Total USD deposited
nnnnnnnnnn g @3 @ichentrack ®
Total ETH Withdraw TornadoCash Withdraws - First Half of 2024 Total USD Withdraw TornadoCash Withdraws - First Half of 2024
=246,284 $796,158,686
Total ETH Withdraw Total USD Withdraw
g @ g @

TornadoCash Deposit/Withdraw Per Week- First Half of 2024

nnnnnn Jan15th Jan 29th Feb 12th Feb 26th Mar 11th Mar 25th Apr 8th Apr 22nd May 6th May 20th Jun 3rd Jun17th

(https://dune.com/misttrack/first-half-of-2024-stats)

2024 FE EFFRAPHITEA 263,881 ETH(4Y 8.58 {23 5T) | Tornado Cash, it A Tornado
Cash 1235k 246,284 ETH(# 7.96 {Z%£3T)



3.4.2 eXch

First half of 2024
Total ETH deposited eXch Total ETH USD deposited eXch
=72,107 $230,587,965
Total ETH deposited Total ETH USD deposited
] 3 @ichentrack @
Total ERC20 deposited eXch Total ERC20 USD deposited eXch
56,075,161 $56,075,161
Total ERC20 deposited Total ERC20 USD deposited
vvvvvvvv ) eichentrack @
All of 2023

= 47,235 “yh 508,148

o emme Total ETH dep05|ted o o mo | | ©emmome Total ERC20 deposited _ . ...
Total ETH USD deposited eXch Total ERC20 USD depgsited eXch

$90,144,737 $25,508,148
© Gawecome Total ETH USD dep05|ted I — L P—— Total ERC20 USD deposited , . ., .

SRENETEHREBERFERENRYIEH, BREE eXch WREHAIKIEEIZM, 2024 £
F, ETH F3KM 2023 584 47,235 E£3810%F 71,457 2, ERC20 fF3KM 25,508,148 £ 1@
55115833 £, ERC20 IR THEREHBMT —E2, RRTRXZENXZNENEZ LFH X
—BBME THEEEEME X T IE A B KAED B ERM.

=S

Ln =[

-

ARELRET 2024 L FRFETUIMXBEESABRRIA, SFEEAFREFIMEL T
ZHERETGLUR—RINZODHBERFAZE, A TENRELEMTLER, HAIX 2024 £ 5
MR RERLEHMEREBMT BB DR, FFBI2ERMERTEMNAETRIFEH
TTHRRE, FAXRABIRH T HRMIFGEA AR R, tLot, BATEXN T EMHNENFEL
£0 Wallet Drainers #1 B & H{k Lazarus Group 31T T E 5 5747, LUHAREIGE L KBS

Z.AEEREANNE N, RERRETLMLERNAFHREER,



B, BMNAHAEXGM/EERNZFRE - X TFRRET UL EIVRBOBIFTMARR, FFEE
EFELEMTHRERETULHREMRARIVK, NHEIEREESTEHRETRE—H 5

=
Eo

h. ARTEFEH

ARENBE T RN ERET U ARG, 8T XREHFRIYERE SlowMist Hacked AR R FE
IBERFRESE MistTrack BI#ES # . (BB T RREM EL it RMNELHFFRALERERENLE
AR, BRRENEPHNER. RERERALRESIREHMAKIEBRE. R, KIRETARK
AR EMDTHREE, ABREPEARBNTRZL, WUXRRHEITHELE.



Ny RTFEA]

sLawmisr \

BEMBERE-—RLTIRRELESTEMAE, KT 2018F 01 A, B—XWA+ZSF-LME
LREWAREFGE, ARRAGITE THAHARZMANKEIE BEHNXELRE
FRMEMRREER £ KA F, TEEI BRI B — A ERBFHIEN T E2HRAER
FTEHRFSABHMEBWTE, EABLEFLTR EF/HETINEIEEREHE,

BERBERRSETRREREITIN, ERAERREMBERTE SEREHHATEE(
2018 FHERREF U ARFH) MEMN, REEEX IR ERESNELRERARRKERBE"H
ZRBARMZ—, RIFFRERRBIERESHFEREL, NE EEREHLZEREHF
X EIMSEIR A SEEE R IMERBIE,

BERBNZTLBRAEAE - T2FIH, BMMERET). BHBEERSHAREAMNEL TR
HE(AML), BRFIEEFRFFRHE. /HiRE%N (Vulpush), # 2 =E(SlowMist Hacked), EHHRe& LB X
#&(Firewall.X) % SaaS 2R 2™ &, ETHRAAUMELT LRI KL L™ M, BER BB ERR
RKEZ LT, 10 Akamai, BitDefender, FireEye, RC2, XBrKR 4. IPIP £ X BN IMEHZ T4
MBA. ALEEE. 2TRNE, MBI RIEIBENAE LR T —AMEEFI ENT LSHERA
E RBERBRETIASHIAAH A TYUZEEASNRHRREZT LR, GRWRHZ
XEGIAT ARREAESHRLTLREZEBERFIE AN AA,
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FRREARETI
HXNERENEXTENRBRLSEBHTEAMNMBERTEFIT

HERE®I
HNERERERE. ANREEXBRABITEAMNZTEFI

BREELTERRAE
MZERITHZEFITBITEREREELAHHTHRARR 2 RE

41 RA M=% (Red Teaming)
BsENR, X AR, W, PAFEEXRMEEE HTRE TG

TN
BEHAARRRNISZEENER, REFEN. 2HMNTERE

X SREEBLRDIE R
BEEMERES ME- T HLETREAE—KEMRSIHEER

B fE0 &R &
1BEFiL: AtHEBAREMFEAE. XS ERRETEMNEF

MistTrack 1B iR AR S
MERFEFEHE, B3 MistTrack BIERSEE—%FL

Hacking Time
RERRBESTL2MAMNBENMEEER, TEEZZTEXRAE.
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B Web3 fTUL &M, TE ., BEMNRE
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https://slowmist.com

Twitter

https:/twitter.com/SlowMist_Team

Github
https://github.com/slowmist

Medium

https://slowmist.medium.com

Email

team@slowmist.com
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